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Inside PCI DSS v4.0



PCI DSS v4.0 RFC Participation

For all PCI DSS
v4.0 RFCs

RFC 1 in 2019

Over 3,000 comments

from 153 companies

RFC 2 in 2020

Over 1800 comments

from 124 companies

RFC 3 in 2021

Almost 1,300 comments

from 87 companies

6,000+ 
feedback items

200+ Unique

companies



Goals for PCI DSS v4.0

• Ensure the standard continues to meet the 

security needs of the payments industry

• Add flexibility to support different methodologies 

being used to achieve security

• Promote security as a continuous process

• Enhance validation methods and procedures



The 12 Requirements Remain

PCI Data Security Standard – High Level Overview

Build and Maintain a Secure 

Network and Systems

1. Install and maintain network security controls.

2. Apply secure configurations to all system components.

Protect Account Data 3. Protect stored account data.

4. Protect cardholder data with strong cryptography during transmission over open, 

public networks.

Maintain a Vulnerability 

Management Program

5. Protect all systems and networks from malicious software.

6. Develop and maintain secure systems and software.

Implement Strong Access 

Control Measures

7. Restrict access to system components and cardholder data by business need to know.

8. Identify users and authenticate access to system components.

9. Restrict physical access to cardholder data.

Regularly Monitor and Test 

Networks

10. Log and monitor all access to system components and cardholder data.

11. Test security of systems and networks regularly.

Maintain an Information 

Security Policy

12. Support information security with organizational policies and programs.

…but read carefully because the wording may have changed. 



What is new in PCI DSS V4.0



What is new in PCI DSS V4.0



The First Step to PCI DSS Validation
Annual PCI DSS Scope Confirmation

12.5.2 PCI DSS scope is 
documented and confirmed by 
the entity at least once every 12 
months and upon significant 
change to the in-scope 
environment

Annual PCI DSS Scope 

review

The first step in preparing for a PCI DSS assessment is for the 

entity to accurately determine the scope of the review



PCI DSS v4.0 Implementation Timeline*

2022

Q1 Q2 Q3 Q4

31 March 2024

PCI DSS v3.2.1 

retired

31 March 2025

Future-dated new 

requirements

become effective

2024 2025

* All dates based on current projections and subject to change

Transition period from PCI DSS v3.2.1 to v4.0

Official Release: 

PCI DSS v4.0 with 

validation 

documents

ISA/QSA 

training and 

supporting 

documents

2023

Transition period from PCI DSS v3.2.1 to v4.0

Implementation of future-dated new requirements

Q1 Q2 Q3 Q4Q1 Q2 Q3 Q4 Q1 Q2



PCI DSS v4.0: Standard and 
Supporting Documents 



PCI DSS v4.0 is Now Live
Found in the PCI SSC Document Library:



Summary of Changes



Talking of SAQs



Defined Approach

• Follows current PCI DSS 

requirements and testing procedures

• Suitable for entities with 

security implementations that align 

with current requirements

• Provides direction on how to meet 

security objectives

Customized Approach (NEW)

• Focuses on the objective of each PCI 

DSS requirement

• Entity determines and implements 

controls to meet the objective

• Provides greater flexibility for entities 

using different ways to achieve a 

requirement’s security objective

• Suitable for entities with robust 

security processes and strong risk 

management practices

Validating to PCI DSS v4.0
Add Flexibility for Different Methodologies



Which Entities Can Use The Customised Approach?
Entities that complete a Self-Assessment Questionnaire are not eligible to use a customized 

approach



Working Together Is Key…

QSA Organization



Compensating Controls 
and the Customized Approach 
Add Flexibility for Different Methodologies

The entity cannot meet the requirement as stated due to 

documented technical or business constraints but has 

implemented alternative controls to mitigate the risk.

Compensating Controls

The entity has mature risk-management practices 

and chooses to implement different controls that 

meet the Customized Approach Objective but 

does not meet requirement as stated.

Customized Approach

Compensating controls are not an option with the customized approach. 
The entity is expected to implement an effective customized control, 
without needing to also implement an alternate, compensating control.

Compensating Controls Customized Approach



PCI DSS v4.0: 
Lots of New 
Guidance



Cloud and Other 
Technologies

• PCI DSS always had a 
goal to remain technology 
neutral.

• PCI DSS v4.0 includes 
refocused requirements 
and new objective 
statements.

• New Customized Approach 
provides flexibility for 
organizations using 
different ways to meet 
security.



Implementing PCI DSS v4.0



Training 

Transitional v4.0 Training 
• Transitional training for QSA and ISA ready by 

end June 2022

• All QSAs must take transitional training

• All QSAs must pass the exam

• QSAs must take transition training & pass the 

exam to undertake v4.0 assessments

• Transitional training is free

• Exam is free and provided by PCI SSC 

New QSA and ISA Training 

• v4.0 new training under
development

• Available in 2023

• v3.2.1 will continue for 2022

• v3.2.1 will be available in 2023



Supporting Educational 
Resources





For More Information Visit Our Website
www.pcisecuritystandards.org

List of approved 

QSAs

All PCI SSC 

standards and 

supporting 

documents

Newsroom for blogs, 

posts and latest 

news

FAQs allows you to 

find answers to all 

your questions



Get Involved







Join Us As A 
Participating Organization 

• Join around 750 organizations who have joined 
our PO community

• Receive 2 free tickets to each Community 
Meeting

• Actively take part in reviewing and commenting
on all PCI SSC Standards

• Receive 2 free awareness training tickets

• Stand for election on our Board of Advisors

• Receive the weekly Monitor newsletter

• Take part in our Special Interest Groups to 
produce guidance documents from our 
community for our community

• Help make a difference securing payment data 
globally



Thank you!


